MHdopmaumoHHasa naMaTKa Ans oby4varowmxcs Ana pasmMeLlleHms Ha
opmumanbHbIX UHTEpHET-pecypcax

C KaxgblM rogqomM Monoaexu B MHTEepHEeTEe CTaHOBUTbLCA fonbLle, a LWKOMbHUKM O4HM U3 CaMblIX
aKTMBHbIX NoNb3oBaTtenen PyHeTa. Me»q:l,y TeM, MOMMUMO OrpOMHOI0O Kosrm4yecTtea BO3MOXHOCTEMN,
WHTEPHET HeceT U I'IpO6J'IeMbI. OTa namsATKka AoimkHa Nomoyb Tebe 6Ge3onacHo HaxoaMUTLCS B CETH.

KomMnbioTepHble BUpYChbI

KoMnbloTepHbIi BUPYC - 3TO pasHOBUAHOCTb KOMIMBIOTEPHBIX MPOrpamm, OTINYUTENBHOM
0COBGEHHOCTbLIO KOTOPOW SIBMSIETCSI CMOCOBHOCTb K Pa3MHOXEHUIO. B AononHeHWe K 3ToMy, BUPYChI
MOTyYT NOBPEAUTb WU NMONTHOCTBIO YHUUTOXWUTL BCE (haiinbl U AaHHbIE, MOAKOHTPOSbHbIE
nonb3oBaTento, OT MMeHW KOoToporo Bbina 3anyLeHa 3apaxxéHHas nporpaMmma, a Takke NoBpeaunTb
Unn Jaxke YHUUTOXWTb OMnepaLMoHHY0 cUCTeMy co Bcemu dharinamm B Lenom. B GonbLumHcTBe
CryyaeB pacrnpoCTPaHSAOTCS BUPYChl YEPE3 UHTEPHET.

MeToabl 3alnTbl OT BPEeOOHOCHbIX NMporpamMm:

1. icnonb3yi coBpeMeEHHbIE OnepaunoHHbIE CUCTEMbI, UMEIOLLME CEPbE3HbIN YPOBEHb 3alUNTbl OT
BPEOOHOCHbIX Nporpamm;

2. MocTosHHO ycTaHaBnNMBan nayTu (LMdpoBble 3annaTkn, KOTopble aBTOMaTUYECKM
yCTaHaBNUBAKTCA C Lenblo JopabTku nporpamMmmbl) U apyrine 0GHOBNEHMS CBOEN onepaLnuoHHON
cuctemMbl. CkadmBan UxX TONMbKO ¢ odnumanbsHoro canTa paspabotyunka OC. Ecnu cywecTtsyet
pPexXum aBToMaTUYECKOro 0BHOBMEHUS, BKMIOYN €rO;

3. Paborai Ha cBoeM KOMMboTepe Moj npasamu nonb3osaTens, a He agMUHUCTpaTopa. JTO He
NO3BONUT BONbLUNHCTBY BPEAOHOCHbIX MPOrpamMm MHCTaNIMPOBAaTLCA Ha TBOEM NepCOoHanbHOM
KOMMbIOTEPE;

4. Vicnonb3yn aHTUBUPYCHLIE MPOrpamMMHble NPOAYKTbI U3BECTHLIX MPOU3BOAUTENEN, C
aBTOMaTU4YeCcKuM obHoBNeHnem 6as;

5. OrpaHunydb nandeckmii 4OCTyN K KOMMNbIOTEPY ANA MOCTOPOHHMX NL;

6. Micnonbayi BHeLLHWE HOCUTENN NHopMaunn, Takme Kak doreLlka, AMCK nnu dann ns MHTepHeTa,
TOSbKO U3 NpodepeHHbIX NCTOYHNKOB;

7. He oTKkpbiBan kKOMMbOTEPHbIE dansnbl, NOSTyYEHHbIE U3 HEHAAEXHbLIX MICTOYHUKOB. [axe Te
hannbl, KOTOPbIE NpPUCHan TBOM 3HAKOMbIN. Jlydlle YTOYHM Y HEero, OTNpaensn nm oH Tebe nx.

Cetn WI-FI

Wi-Fi - 310 He BMA nepedayn gaHHbIX, He TEXHONOMS, a BCero nuwb 6peHa, mapka. Ewe B 1991
rogy HuaepnaHackas komnaHus 3apermctpupoana 6peHa « WECA», 4To o6o3Havano
cnosoco4yeTaHne «Wireless Fidelity», koTopbin nepeBoanTCcs Kak «6ecnpoBogHas TOMHOCTbY.

[lo Hawero BpemeHu gowna gpyras abbpesunaTypa, KOoTopasi ABMSETCA TaKOW e TEXHOMNornen. 1o
abbpesunatypa «Wi-Fi». Takoe Ha3BaHue ObIfo 4AHO C HAMEKOM Ha CTaHA4apT BbICLUMIA 3BYKOBOW
TexHukn Hi-Fi, 4TO B nepeBoae 03HavaeT «BbICOKasi TOYHOCTbY.

Ha, 6ecnnaTHbIN UHTEPHET-AOCTYN B Kadhe, OTENAX 1 asponopTrax ABNAETCS OTNNYHON
BO3MOXHOCTbBI BbIXOAa B MHTepHET. Ho MHOrMe akcnepTbl cuuTatoT, 4To obwenoctynHole Wi-Fi
CeTu He sABNATCs 6e3onacHbIMMN.

CoBeTbl No 6e3onacHocTn paboTe B obLienocTynHbix cetax Wi-fi:

1. He nepegasai cBoto nuyHyto nHdopmauuio Yepes obwegoctynHole Wi-Fi cetn. PaboTas B HuX,
XenaTtenbHO He BBOAUTb Maponiv AOCTYNa, NIOMMHbI U Kakne-TO HOMepa;

2. Vicnonb3yn n 0O6HOBNAM aHTUBUPYCHbIE NporpaMmMbl U 6paHamayep. Tem cambiM Tbl 06e30nacuLlb
cebs OT 3aKayku BMpyca Ha TBOe YCTPONCTBO;



3. Mpu ucnonesosaHuun Wi-Fi oTknoumn pyHkumo «O6LLMI AoCTyn K dhannam 1 npuHtepam». JaHHas
DYHKLUS 3aKpbiTa MO yMOMYaHWIO, OAHAKO HEKOTOPble MONb3oBaTeNM akTUBUPYIOT €€ Ans yaobcTea
ncnonb3oBaHus B paboTte unu ydebe;

4. He ncnonbayn nyénununeii WI-FI ona nepegayv nuyHbIX aHHbIX, HAanpuMep Ans Bbixoaa B
coumarbHble CETU UMK B 3NIEKTPOHHYIO MOYTY;

5. inonb3ywn Tonbko 3alumeHHoe coeanHenme Yyepe3 HTTPS, a He HTTP, T.e. npu Habope Beb-
agpeca BBoaM UMeHHO «https://»;

6. B mobunbHoM TenedoHe oTknoum yHkumto «loakntodeHme k Wi-Fi aBTomaTudecku». He
Aornyckan aBToMaTUYECKOro NoakmnoYeHns yctponctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CoumarnbHble CETU aKTUBHO BXOAAT B HaLUy XWU3Hb, MHOTME Ioamn paboTatoT U XKMUBYT Tam
NOCTOSIHHO, a B Facebook yxe 3apernctpmpoBaH Munnunapg YenoBek, YTo SBMSEeTCs O4HOM ceabMon
BCEX Xutenen nnaHetbl. MHOrMe nonb3oBaTenn He MOHUMAOT, YTO MHAOPMALMS, pa3MeLLeHHasa
MMM B CcOUManbHbIX CETAX, MOXET ObITb HalgeHa 1 UCMoNb30BaHa KEM YrogHo, B TOM YMCHE He
06s3aTenbHO ¢ 6narMMmM HamepeHUSIMU.

OcCHOBHbIE COBETbI N0 6e30MacHOCTU B COLManbHbIX CETAX:
1. OrpaHuyb Cnnucok apysein. Y tebsa B Apy3bsXx HE AOMKHO ObITb CrlyyYalHbIX 1 HE3HAKOMbIX NoaeN;

2. 3awmian cBoto YacTHYHO Xn3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, gaty TBOero
POXOEHNS U APYTYI0 NINYHYIO MHCpOpMaLMIO. 3MOYMBbILLNEHHUKN MOTYT MCNONb30BaTh Aaxe
WMHpOpPMaLMIO O TOM, KaK Tbl U1 TBOM POAUTENN NAAHUPyeTE NPOBECTM KaHUKYIbI;

3. 3awwwan ceo penyTaumio - epXn ee B YNCTOTE U 3adaBan cebe Bonpoc: XoTen 6bl Thbl, YTOOLI
Apyrue nonb3oBaTeny BUOENN, YTO Thbl 3arpyxaelb? MNogyman, npexae Yem 4To-To onybrnmkosaThb,
HanucaTb 1 3arpy3unThb;

4. Ecnu Tbl rOBOpULLb C NIOABMU, KOTOPbIX HE 3HAELLb, HE UCMOSb3YI CBOE pearibHOE UMS U APYryto
FIMYHYIO MHOPMaLMK: UMSI, MECTO XXUTENbCTBA, MECTO y4ebbl 1 MPoYeE;

5. N36eran pasmelleHns dotorpacduin B UHTepHeTe, rae Thl M3006paXxkeH Ha MECTHOCTU, MO KOTOPOW
MOXHO OonpenenuTb TBOE MECTOMOSOXEHNE;

6. MNpwu perncrpaumm B coumanbHOM ceTn HEOOXOAMMO NCMONb30BaTh CIIOXKHbIE NAPONUN, COCTosALLMNE
13 B6ykB 1 LNP U C KONMYECTBOM 3HAKOB HE MeHee 8;

7. [Ansa counanbHOM CETU, NOYTLI U apyrnx CcanToB HEOOXOAMMO UCMONb30BaTb pas3Hble naponu.
Torpa ecnu Tebs B3nomatoT, TO 3J10yMbILWNEeHHUKX nony4aT AOoCTyn TOJIbKO K 0 AHOMY MECTY, a He BO
BCe Cpasy.

aﬂeKTDOHHbIe OEHbIn

OnNeKTPOHHbIE AeHbMM — 3TO OYeHb YAOBHLIN CNocob nnaTexen, O4HaKO CYLLECTBYHOT MOLLIEHHUKM,
KOTOpblE XOTAT MNOMY4YUTb 3TU OEHbIN.

SﬂeKTpOHHbIe AeHblrv NoABMNInNCb coecemMm HegaBHO U UMEHHO U3-3a 3TOro BO MHOIMX rocygapcrBax
00 CUX NMop He nNponncaHo Npo HMUX B 3aKOHax.

B Poccum e oHU hyHKUMOHMPYHOT U O HUX YKE MPOMMCaHO B 3aKOHE, rae UX pas3fensioT Ha
HECKONbKO BUAOB - aHOHMMHbIE M He aHOHUMHbIE. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B
KOTOpbIX paspeluaeTcs NPOBOAMTbL onepaumn 6e3 naeHTudukaumm nonb3osartens, a B
HEeaHOHUMHBbIX MAEHTUUKALMM NoSb3oBaTeNs ABNSETC 06s3aTeNbHON.

Takke cnegyeT pasnuyaTtb 3NEKTPOHHbIE uaTHbIe AeHbIM (PaBHbI FOCYAAPCTBEHHBIM BanoTam) U
3MNeKTPOHHble HedpraTHbIe AeHbMM (He paBHbl FOCYAapCTBEHHbIM BarnoTam).

OcHoBHbLIe coBeThbl MO 6e3onacHom pa60Te C 3NNIEKTPOHHbIMU OE€HbraMmu:

1. NpmBSKKU K cHETY MOBUNBHBLIN TenedoH. OTO caMbiit YAOOHbIV U ObICTPbIA CNOCO6 BOCCTAHOBUTL
[OCTYN K cyeTy. [NpunBaA3aHHbIN TenedoH NOMOXeT, ecnu 3abyaellb CBOW MraTeXHbIN Naposib Uin
3anellb Ha canT C HE3HaKOMOro YCTPONCTBA;

2. Nicnonbayin ogHopasosble naponu. [locrne nepexoga Ha yCUeHHyo aBTopusauuio Tebe yxe He
OyQeT yrpoxaTb OMacHOCTb KpaXku Uiv nepexasaTa NnaTeXxHoro napons;



3. Boibepu crnoxHbIv napons. MNpectynHukam ByaeT He NpOCTOo yragaTb COXHbIA Naporb.
HagexHble naponu — 3To Napornu, KOTopble cogepXaT He MeHee 8 3HaKOB W BKMYaloT B cebs
CTPOYHbIE 1 NpoNUCHbIe BYKBbLI, LMAPbI U HECKOMNBKO CUMBOIIOB, Takne Kak 3Hak gonnapa, qyHTa,
BOCKNUMUATENbHbIVA 3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOAW CBOM NNYHbIE JAaHHbIE HA CanTax, KOTOPbIM HE AOBEPSELLb.
OneKTpPoHHasi NoHTa

OneKTpoHHas NoYTa — STO TEXHONOIUS U NpeAoCTaBnsemMble el YCryri no nepechInke u
MOSy4YeHMI0 3NEKTPOHHBIX COOBLLEHMI, KOTOPbIE pacnpedensoTcs B KOMMNbioTepHo ceTu. OBbIMHO
3NEKTPOHHbIV NMOYTOBbLIN ALLMK BbIrMAAUT CReAyoLWMM 06pa3oM: UMsi_Monb3oBaTeNA@uUMs_aoMeHa.
Takke KpoMe nepeaayn NPOCTOro TeKCTa, MMeeTCsl BO3MOXHOCTb NnepeaasaTth hannbi.

OcHoBHble coBeTbl MO ©6e3onacHo paboTe C 3NEeKTPOHHOW MOYTON:

1. Hapgo BLIGpaTb NpaBunbHbIA NOYTOBLIN cepBUC. B MHTEpPHETE eCTb OrpOMHbIN BblIGOp BGecnnaTHbIX
NOYTOBbLIX CEPBUCOB, OOHAKO Ny4lle A0OBEPATb TEM, KOro 3Haellb M KTO NEPBbLIN B PENTUHTE;

2. He ykasbiBait B JIMYHOM NOYTE NNYHYI0 nHdopmaumto. Hanpumep, nydiue Boibpatb
«My3blKanbHbIi_daHaT@» nnmn «pok2013» BmecTo «Ttemal3y;

3. Vicnonb3yn aByxaTanHyo aBTopm3aumio. 3T0 Korga NoMMMO Naponst HY>XHO BBOAWUTbL KOA,
npucbinaembin no SMS;

4. Bbibepy CnoxHbIN naponb. st KaXaoro no4ToBOro snka AOMKEH ObITb CBOWM HAAEXHbIN,
YCTONYMBLIN K B3[IOMY Naponb;

5. Ecnn ecTb BO3MOXXHOCTb HanucaTb camMmomy CBOW JTINYHbLIN BOMpPOC, I/ICI'IOJ'Ib3yI‘/'1 3TY BO3MOXHOCTb;

6. Mlcnonb3yin HECKONbKO MNOYTOBbIX AWMKOB. [epBbi ANg YacTHOW Nepenuckn ¢ agpecartamu,
KOTOPbIM Thbl JOBEpPSiELLb. OTO 3NEKTPOHHLIN agpec He Hago UCMONb30BaThb NPU perucTpaunm Ha
dopymax 1 canTtax;

7. He oTkpbiBan cainbl 1 gpyrne BAOXEHUS B MMCbMaxX AaXke eCriv OHU NPULLIAM OT TBOUX APY3€EN.
Jlyylle yTOYHM Y HMX, OTNPaBNSANM N oHn Tebe aTn dannel;

8. MNMocne okoHYaHWst paboTbl HA MOYTOBOM CEPBMUCE Nepes 3aKpbiTUEM BKaAKM ¢ CakToM He 3abyab
HaXkaTb Ha «BbInTUY.

KnbepObynnuHr unv BupTyanbHOe U3neBaTesibCTBO

KnbepbynnuHr — npecnenoBaHne cooOLEeHNsIMU, COAEPXKALLMMK OCKOPBNeHus, arpeccuto,
3anyrmBaHue; XynuraHcTBo; coumanbHoe BOMKOTUPOBAHUE C MOMOLLBIO PA3NIUYHBIX UHTEPHET-
CEpPBUCOB.

OcHoBHbIe coBeThl M0 6opbbe ¢ knbepOynnnHrom:

1. He 6pocatics B 601. Jlyyiumin cnocob: nocoBeToBaThLCSA Kak cebsa BECTU U, €CNn HET TOro, K KOMY
MOXHO 0BpaTuUTbCS, TO BHA4arne ycrokouTbes. Ecnm Tbl HaYHeLb oTBeYaTh OCKOPONEHUsIMM Ha
OCKOPONEHNS!, TO TONBLKO ellie Dorblue pas3oxokellb KOHQIUKT;

2. YnpaBnsau ceoewn knbeppenyTtauunen;

3. AHOHUMHOCTb B CETM MHUMaS. CyLU,eCTByPOT cnocoObl BbIICHUTb, KTO CTOUT 38 aHOHUMHbIM
AKKayHTOM;

4. He cTonT BECTU XyNuraHckumn obpas BUpTyanbHOW Xn3HU. HTepHET hmKkcupyeT BCce TBOU
OEeNCTBUA U COXpaHsaeT ux. YaanuTb ux Byaet kpaviHe 3aTpyAHUTENBHO;

5. Cobnitogan cBov BUPTYanbHY YeCTb CMOSOAY;

6. IrHopupyn eanHn4YHbIN HeraTue. OgHOpa3oBble 0CKOPOUTENBHBIE COOBLLIEHUS NyYLle
urHopmposaTb. OBObIYHO arpeccus NpekpaLlaeTcst Ha HayanbHON CTaauu;

7. BbaH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMM COOOLLEHNSIMU, B COLIMAnbHbLIX CETAX eCTb
BO3MOXHOCTb GITOKMPOBKM OTNPaBKX COOOLLIEHWIA C ONpeaerneHHbIX aapecoB;

8. Ecnu Tbl cBMaeTenb knbepOynnuHra. TBon AeNCTBMSA: BbICTYNUTL NPOTUB NpecnegoBaTens,
nokasaTtb emy, 4YTO ero 4eNCTBUSA OLIEHNBAIOTCS HEraTUBHO, NOAAEPXaTb XXEPTBY, KOTOPOW HY>KHA
NCMXonornyeckas NoMoLLb, COOBLLNTL B3POCHbIM O daKTe arpeCcCUBHOMO NOBEAEHUSA B CETU.



MobunbHbI TenedoH

CoBpemeHHbIE cMapTOHbI U NNaHLWeTbl coaepkaT B cebe BNonHe B3pOoCrbin yHKLUMOHATM, 1
Ternepb OHWM MOTYT KOHKYPMPOBaTb CO CTaLMOHAPHbIMU KoMMbloTepamu. OgHako, CpeacTB 3allnThbl
Ans Nogo6BHbIX YCTPOMUCTB NoKa OYeHb Marno. TecTupoBaHME M NOUCK YSI3BUMOCTEN B HUX
NPOMCXOANT HE Tak MHTEHCMBHO, kak ans lNK, To xxe camoe KacaeTcs U MOBUIBbHbIX MPUIOXKEHWNIA.

CoBpeMeHHble MOGUINbHbBIE Bpay3ephbl yXKe NPakTUYECKX AorHanM HacTomNbHbLIE aHarnoru, ogHaKko
paclunpeHne yHKLMoHana BneyeT 3a coboi 60MbLLIYH CNOXHOCTb U MEHBLLYIO 3aLLMLLIEHHOCTb.

[laneko He BCe NpOM3BOANTENM BbINyCKatoT OOHOBMNEHUS, 3aKpbIBAKOLNE KPUTUYECKNE YSI3BUMOCTU
AJ151 CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOOMNBHOIO TeJ'IeC*)OHaI

1. Huuero He siBnsieTca no-Hactoswemy 6ecnnatHbiM. Byab 0CTOpoXeH, Beab koraa tebe
npeanaralT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKpPbIThbl KaKMe-TO nnaTHbIe YCIyru;

2. lymaii, npexae Yyem otnpaBuTb SMS, hoTO unu Buaeo. Thl TOYHO 3HaeELLb, rae OHU 6yayT B
KOHEeYHOM uTore?

3. Heo6xoamMmo 06HOBNATL ONEpPaLMOHHY0 CUCTEMY TBOEro CMapT(OHa;
4. Vicnonb3yin aHTUBUPYCHbIE NpPOrpaMMbl Anst MOOUINbHBIX TeNedgoHoB;

5. He 3arpyxaii NnpunoxeHusi OT HEM3BECTHOMO MCTOYHMKA, Befb OHWU MOTYT COAEpXKaTb
BpeOoHOCHOEe NporpamMHoe obecrneyeHue;

6. lNocne Toro kak Tbl BbIAELLb C canTa, rae BBOAUN JIMYHYIO MHGOPMALMIO, 3aUaM B HACTPOMKHN
Opay3sepa u yganu cookies;

7. Mepuoaunyecky NpoBepsii Kakue NiaTHble YCNyrn akTUBMPOBaHbI HA TBOEM HOMEpE;

8. [JaBaii cBOI HOMep MOBUIbLHOrO TeniedoHa TOMbKO JIOAAM, KOTOPbIX Thl 3HAELb U KOMY
[oBepseLlb;

9. Bluetooth gomxeH GbITb BLIKMIOYEH, KOraa Thl UM He Nonb3yelbesi. He 3abbiBan nHorga
npoBepsTb 3TO.

Online urpsbl

CoBpeMeHHbIe OHMaMH-Urpbl - 3TO KPacoyHbIe, 3axBaTbiBaOLME pa3BrevyeHns, obbeauHsowmne
COTHW ThbICSIY YENOBEK MO BCceMy MUpy. Arpoku nccrneayoT AaHHbI UM Myp, obLiaoTes apyr ¢
APYroM, BbIMOSHSAOT 3a4aHUsi, CpaXatoTCsi C MOHCTPaMu 1 MoslyyatoT onbIT. 3a YA0BONbCTBME OHU
nnaTsaT: NOKynakoT ANCK, onrladvBaloT aboHEMEHT UK NpPUoGpeTatoT Kakmne-To onumn.

Bce aTu cpeacTtBa mayT Ha NogaepXKaHvue 1 pas3BuUTHE UIPbl, @ Takke Ha caMy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPU3aLMK, BbiNycKaloTCA HOBbIe NaTyn (LnMdpoBble 3annaTkv Ans
nporpamm), 3aKpbiBatoTCs YSA3BUMOCTY CEPBEPOB.

B nogo6HbIX nrpax CtonT onacaTtbCd He CTOJIbKO CBOMX COMEPHUKOB, CKOJIbKO KpaXu TBOEro napond,
Ha KOTOpPOM OCHOBaHa Cuctema aBsTopu3auunn SonbLUMHCTBA urp.

OcHOBHbIe coBeTbI M0 6E30MACHOCTN TBOEIO UIPOBOIO akkayHTa:

1. Ecnun gpyrowm nrpok BegeT cebsi nnoxo unm cosgaeT Tebe HeNpUATHOCTM, 3abIOKMpPYK ero B
CMUCKE UTPOKOB;

2. MNoxanynca agMMHUCTpaTopaMm Urpbl Ha NIOXoe NoBeAeHNe 3TOro UMrpokKa, XenaTenbHo
NPUNOXWTb Kakne-To AoKasaTenbCcTBa B BUAE CKPUHOB;

3. He ykasbiBan nuyHyto nHdopmauumio B npodpanne urpsbl;
4. YBaxan Opyrux y4acTHUKOB No uUrpe;

5. He yctaHaBnuBan HeodmumanbHble Natin u MOAbl;

6. Micnonb3ayi CNoXxHble N pasHble Naponu;

7. Jaxe BO BpeMS Urpbl HE CTOUT OTKNOYaTb aHTUBMPYC. oka Tl UrpaeLlb, TBOM KOMMbIOTEP MOTYT
3apasuTb.

OULLNHT unn KpaXka JIMYHbIX aHHbIX



OObI4HON KpaXken AeHEr 1 AOKYMEHTOB CEroAHSA y>Ke HUKOro He YANBULLb, HO C pa3BUTMEM
WHTEPHET-TEXHONOMNIA 3ITOYMBILLSIEHHUKM NEPEMECTUINCE B MHTEPHET, 1 NPOAOITKAIOT 3aHMMATbLCS
«IOOUMbIM» OENOM.

Tak nosiBunacb HoBas yrpo3a: MUHTEPHET-MOLLEHHMYECTBA UNKU (PULLKHT, rMaBHas Lefb KOTOPOoro
COCTOMT B NOMyYeHUM KOHMMAEHUManbHbIX AaHHbIX Nonb3oBaTenen — NOrnMHoB 1 naponen. Ha
aHrnunckom a3bike phishing yutaetca kak couwimHr (ot fishing — peibHas nosns, password —
naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cneam 3a cBOMM akkayHToM. Ecnu Tbl nogo3peBaellb, YTO TBOSI aHKkeTa Obina B3fniomaHa, To
HeobxoauMo 3a6NOKMPOBaThL ee 1 COOBLLIMTL aAMUHUCTpaTopaM pecypca 06 3TOM Kak MOXHO
cKopee;

2. Vicnonb3yn 6e3onacHble BeG-calTbl, B TOM YUCHE, UHTEPHET-Mara3nHoOB 1 MOUCKOBbIX CUCTEM;

3. Vicnonb3yit crnoxHole 1 pasHble naponu. Takum obpasom, ecnu Tebsi B3nomatoT, To
3M10YMBILLIIEHHUKN NOMyYaT AOCTYN TOMbKO K OAHOMY TBOEMY NPOUmio B CETU, @ HE KO BCEM;

4. Ecnv Te6s B3nomanu, To Heo6XxoaAMMo NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpbIe
fobaeneHbl y Tebst B Apy3bsix, 0 TOM, 4YTO Tebs B3riomanu 1, BO3MOXHO, OT TBOEro MMeHun byaet
pacchinaTbCs cnam U CChINKU Ha (PULLIMHIOBbIE CaliThl;

5. YcraHoBu HagexHbii naposb (PIN) Ha MOOBUIBbHLIN TeNedoH;
6. OTknioun coxpaHeHne napons B 6paysepe;

7. He oTkpblBai cainbl U Apyrue BroXeHWUs B NMCbMax Aaxe eCcriv OHU NPULLINIA OT TBOUX APY3en.
Jlyylle yTOYHM Y HMX, OTNPaBNANM N oHn Tebe aTn dannei.

Lindposas penyrauus

Lindposas penytauus - aTo HeratMBHas Unm no3nTMBHast MHpopmMaLmsa B cetn o Tebe.
KomnpomeTupytowast HopmaLums pa3meLleHHas B MHTEPHETE MOXET Cepbe3HbIM 06pa3om
OTPa3nTbCH Ha TBOEN peanbHOW XnsHu. «LindpoBasa penytaumsa» - 3T0 TBON UMUAXK, KOTOPbLINA
dopmupyeTca n3 uHcpopmauum o Tebe B MHTEPHETE.

TBOE MECTO XUTENbLCTBA, Y4ebbl, TBOE (DUHAHCOBOE MONOXEHNE, 0COBEHHOCTM XapakTepa U
paccka3sbl 0 6rn3KMX - BCe 3TO HaKkannuBaeTcs B CETU.

MHorne nogpoCcTKM NErkoMbICIEHHO OTHOCSATCS K NyGnukaumm nuyHon nicpopmaumm B IHTepHeTe,
He NMoHMMasi BO3MOXHbIX MocneacTsuin. Thbl Aaxe He CMOXeLLb AorafaTbCsi O TOM, YTO hoTorpadums,
pa3mMeLlleHHast 5 neT Hasag, cTana NPUYMHONM OTKa3a NPUHATL Tebs Ha paboTy.

KommeHTapuu, pasmelleHne TBomx potorpadoun n apyrme OENCTBUS MOTYT HE MCYE3HYTb Aaxe
nocrie Toro, Kak Tbl X yAanuib. Thl HE 3HaeLLb, KTO COXpaHUn 3Ty MHopMaLuio, nonana nm oHa B
MOVCKOBbIE CUCTEMbBI Y COXPaHUMACh N OHa, a IMaBHOoEe: YTO NOAYMalT 0 Tebe okpyKaroLlee noau,
KOTOpble HanayT u yBuasT 31o. HanTn nHdopmaumo MHOro neT CnycTss CMOXeT JtoboN - Kak 13
[0o6pbIX NOBYXXAEHUIA, TaK U C HAMEPEHNEM NPUYMHUTE Bped. OTO MOXET ObITb KTO YrogHo.

OcHOBHbIe COBETbI MO 3aLuTe LMpoBoii penyTauum:

1. NMoayman, npexae Yyem 4YTO-TO NyGnMKoBaTb M NepenaBaTth y cebsa B 6nore nnu B counarnbHoOm
ceTu;

2. B HacTpovkax npoduns yCTaHOBM OrpaHUYEeHNst Ha NPOCMOTP TBOEro Npoduns u ero
COLEePXKMMOro, CAEMNan ero ToNbKO «ANS ApY3eny»;

3. He pa3meLluan n He ykasbiBan MHGOPMaLMIO, KOTOpash MOXET KOro-nmbo ockopbnaTe munm
obwmxartb.

ABTOpCKOE NpaBo

CoBpeMeHHbIe LLUKONbHUKN- aKTUBHbIE NOMb30BaTENN LMpoBOro npocTtpaHcTea. O4HaKo Aaneko He
BCE 3HAIOT, YTO NOSIb3OBAHME MHOMMMY BO3MOXHOCTAMW LIMPOBOro Mupa TpebyeT cobntogeHus
npaB Ha UHTENNeKTyanbHy0 COOCTBEHHOCTD.

TepMUH «MHTEennekTyanbHas COGCTBEHHOCTb» OTHOCUTCS K pasniyHbIM TBOPEHUAM YEeNoBEeYECKOro
yMa, HauMHasi C HOBbIX M300PETEHMI U 3HAKOB, 0603HAYalOLLMX COGCTBEHHOCTb HA NPOAYKTLI U



YCIyrvi , U 3aKaH4MBasi KHAUramu, poTorpadusiMm, KUHOGUIIbMaMn 1 My3blKarbHbIMU
MPOV3BEAEHUAMMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENNEeKTyarnbHY COOCTBEHHOCTb Ha NPOU3BeaeHNs HayKu,
nuTepaTypbl U NCKYCCTBa. ABTOPCKME MpaBa BbICTYMalT B KA4YeCTBEe rapaHTUn TOro, YTo
WHTENNEKTyanbHbIA/TBOPYECKUIA TPy aBTopa He OyaeT HanpacHbIM, 4acT eMy crpaBeasnBble
BO3MOXHOCTU 3apaboTaTth Ha pe3ynbTaTax CBOEro Tpyaa, NOoNyyYnTb U3BECTHOCTb U NpU3HaHKe.
HuvkTo 6e3 paspelleHns aBTopa He MOXeT BOCMNPOU3BOANUTL ero Npov3BeaeHne, pacnpocTpaHaTh,
ny6rvMYHO AEMOHCTPUPOBaTh, NPoAaBaTh, UMMOPTUPOBATb, NyckaTb B MPoOKaT, MyGNNYHO UCMONHSATD,
nokasblBaTb/MCMONHATL B 3doupe Unu pasmellats B MIHTepHeTe.

Wcnonb3oBaHue «nupaTcKoro» nporpamMmmHoro obecnevyeHus moxeT npuBecTn K MHO'MM pPpUCKaM: OT
noTepun AaHHbIX K TBOUM akkayHTamM [0 6J'IOKVIpOBKI/I TBOEero yCTpOVICTBa, roe yCTaHOBﬂeHHbIVI He
neranbHaa nporpamMmma. He ctouT Takke 3abbiBaTb, 4TO CyulecTByeT nerasribHblie N OecnnaTHble
nporpamMmbl, KOTOpble MOXXHO HaWTu B ceTun.

O noptane

CeTeBUNYOK.pd - TBOW IMaBHLIN COBETYMK B CETU. 34€Ch Thl MOXELLb Y3HATbL O 6€30MacHOCTM B CETH
MOHSATHBIM U JOCTYMHBIM S13bIKOM, @ NPY BO3HUKHOBEHUM KPUTUYECKOW CUTYaLMn obpaTmuTbecs 3a
coBeTOM. A Takxke MPUHATb y4acTue B KOHKYpCax U cTaTb CaMbiM LIMGPOBLIM rpaxaaHuHom!

Mucemo MuHoGpHaykmn Poccnn ot 14.05.2018 Ne 08-1184

O HanpaBneHun nHgopmMaLmm

© Martepuan n3 CnpaBoyHon cuctembl « ObpasoBaHme.
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